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Design Type Privacy Property Threat Model

Active Client Unlinkability Honest-but-curious

Decentralized Identity Undetectability, 
Unlikability, 
Confidentiality

Malicious
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3. Keyvi Prototype and Contributions

→ Keyvi: Keycloak with Yivi
→ Demo
→ Contributions 
→ Considerations

● Greedy SPs asking for sensitive data (e.g 
BSN)

● Learning curve in developing Keycloak server

● Feasibility study needed 

● Implementation of Single Sign-Out needed
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Backup slides

→ A full authentication session 
● User has to acquire Yivi

Credential First
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Backup slides
Sequence Diagram of Keyvi
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Backup slides

→ 1. Have the classic SSO experience across 
Different services.

● SSO to Service 1 results in automatically
Signing in to Service 2 when a single realm
Is used.

OR

    2. Different services of the server provider
Have separate database enclaves
allowing for separating user base based on
use case → For data minimization
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Backup slides
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→ Point of Required Actions:
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